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Wyzwania dla rozwigzan wysokiej
dostepnosci
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Infrastruktura

Sprzet

Oprogramowanie systemowe
Aplikacja

Czynnik ludzki
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Czy sg Panstwo przygotowani na:
Na awarie sprzetu
Powodz
Pozar
Trzesienie ziemi?

Czy mogag sobie pozwoli¢ na przerwy w dostawie ustug lub gorzej, utraty danych?

lle Was kosztujg przestoje?
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tatwe w uruchomieniu, skonfigurowaniu i zarzgdzaniu
Dziata na wszystkich platformach sprzetowych i systemach
wirtualizacyjnych

Integruje sie z posiadanym srodowiskiem

Jest przystepne cenowo

Jest NIEZAWODNE



Dlaczego SUSE dla SAP?
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SUSE Linux Enterprise jest wiodgcg platformg dla rozwigzan SAP dla Linuksa
Przezroczyste wsparcie dla réznych systemow: SAP i SUSE

Pierwszy i wiodgcy OS dla SAP HANA

Platforma umozliwiajgca uruchomienie SAP HANA Enterprise Cloud

SUSE OpenStack Cloud zasila platforme SAP HANA Cloud

Wspodlna praca nad Cloud Foundry



Infrastruktura dla rozwigzan SAP

SLES dla Aplikacji SAP

Zintegrowane Wsparcie 24x7 poprzez SAP Solution Manager SAP

Platforma Systemu Operacyjnego oraz Appliance
* SAP High Performance Analytic Appliance “on amazon | SA° Susioss
* SAP NetWeaver BW Accelerator* " e - -
* SAP NetWeaver Enterprise Search* e gl D ione
e SAP StreamWork Enterprise Agent*
« SAP Business ByDesign* N 1 e
« SAP Hana Enterprise Cloud* 'TV¥

SAP NetWeaver

* SAP’'s own ERP on HANA runs SUSE G

“suse

SAP succes story:
http://scn.sap.com/community/linux/blog/2015/10/09/sap-se-relies-on-suse-also-for-
the-sap-hana-enterprise-cloud




\ sja SUSE na rynku
>

12000+

SUSE Sales and Business Partner Use Only
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- Rekomendowany i wspierany system operacyjny dla SAP HANA
- 18+ lat wspolnego rozwoju w ramach SAP LinuxLab

« SAP IT pracuje na SUSE Linux Enterprise (www.suse.com/success/stories/sap-se/)



SAP HANA Benchmarki Wydajnosci

Na 27 listopada 2018

40 — BW Edition for HANA

17 — BW AML
5 - Cloud
18 — BW EML (obsolete)

5 — BW Edition for HANA
0 - BW AML

0 - Cloud

0 — BW EML (obsolete)

BW Edition for HANA https://www.sap.com/dmc/exp/2018-benchmark-directory/#/benchmarks/bwh
BW AML: https://www.sap.com/dmc/exp/2018-benchmark-directory/#/benchmarks/bwaml

Cloud: www.sap.com/about/benchmark/appbm/cloud.html
BW EML: www.sap.com/about/benchmark/appbm/netweaver.sap-bw-enhanced-mixed-load-bw-eml-standard-application-obsolete.html#sap-bw-enhanced-mixed-load-bw-eml-standard-application-obsolete



https://www.sap.com/dmc/exp/2018-benchmark-directory/#/benchmarks/bwh
https://www.sap.com/dmc/exp/2018-benchmark-directory/#/benchmarks/bwh
https://www.sap.com/dmc/exp/2018-benchmark-directory/#/benchmarks/bwaml
https://www.sap.com/dmc/exp/2018-benchmark-directory/#/benchmarks/bwaml
http://www.sap.com/about/benchmark/appbm/cloud.html
https://www.sap.com/about/benchmark/appbm/netweaver.sap-bw-enhanced-mixed-load-bw-eml-standard-application-obsolete.html#sap-bw-enhanced-mixed-load-bw-eml-standard-application-obsolete

Dlaczego warto wybrac¢ nasze rozwiazania?



Transformacja Srodowiska SAP
Y

FIELDGLAS %
@ successfactors

SAP S/AHANA
Enterprise Cloud

SAP S/4AHANA
Public Cloud

SAP
Business SAP
Suite S/I4AHANA

SAP A o

S/IAHANA Cloud Platform

Business
Suite

On anvDB Powered by On-Premise On-Premise
y SAP HANA
Budowa podstawy Zmniejszona ztozonos¢ Innowacyjnos¢ dzieki
dzieki migracji do dzieki S/AHANA rozwigzaniom hybrid-cloud
SAP Business Suite
powered by SAP HANA  Integracja z rozwigzaniami @

chmurowymi



Infrastruktura Zdefiniowana Programowo oraz
Dostarczanie Aplikacji wedtug SUSE

mm Container Management Platform as a Service
E [ SUSE CaaS Platform SUSE Cloud Application Platform
Infrastructure &

Lifecycle Management
Private Cloud/laaS
SUSE OpenStack Cloud

Storage

SUSE Manager
SUS'E (_)penStack Cloud - Compute Storage Networking @
Monitoring Virtual Machine & Container SUSE Enterprise SDN and NFV

Public Cloud

SUSE Cloud
Service Provider

Operating System Program
SUSE Linux Enterprise Server w
Physical Infrastructure: Server, Switches, Storage w




SAP Hybrid Cloud with HANA Stack

__ SAP"Leonardo =

Container

@GS& SLES for SAP

Hypervisor

Server

Storage




SUSE Linux Enterprise
Server for SAP Applications



SLES for SAP Applications

PRIORITY SUPPORT for SAP

HANA Page Cache

SAP Installation SUSE
Framework Connect

HA Cluster : o
HANA HA+DR High Availability

SAP Specific Update Channel

SUSE Linux Enterprise Server

PRIORITY SUPPORT for SAP




SLES for SAP Applications

PRIORITY SUPPORT for SAP * SAP
Development
Reference
espos | HANA } Page Cache Platform
Hardening Limit
» Certified
SAP Installation SUSE .
e Optimized

Framework Connect

*« SAP
HA Cluster : o preferred
HANA HA+DR High Availability Appliance

Platform
SAP Specific Update Channel - SAP Priority

Support

SUSE Linux Enterprise Server

PRIORITY SUPPORT for SAP




SLES for SAP Applications

PRIORITY SUPPORT for SAP

HANA Page Cache

SAP Installation SUSE
Framework Connect

HA Cluster : o
HANA HA+DR High Availability
SAP Specific Update Channel

SUSE Linux Enterprise Server

PRIORITY SUPPORT for SAP




Towards Zero Downtime

SUSE High Availability for HANA System Replication
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Cluster Communication

SAPHana
Master/Slave Resource

Master

SAPHanaTopology
Clone Resource

=

Clone




Towards Zero Downtime

SUSE High Availability for HANA System Replication

Setup Guide

SAP HANA System Replication
on SLES for SAP Applications

115P3 WWwW.sUSe.com

= @
Way 6, zmA| Setup Guide

6 UI SE

We adapt. You succeed.

SAPHanaSR Setup Wizard

# SAP HANA SR Scale-Up Performance-Optimized

a5, vt h s cter
sysem o |

nstance. P 7

Advanced v

SAP HANA SR Scale-Up Performance-Optimized

SAP AN Sysam Ropication, Sale-Up Perfomance Optmzsd scenaro

Asnd, o

1P

T Vit P Adres esignc o HANA ¢ th iy st

| ® SUSEHawk: Status x| +

€) @, | s //192.168.100.30.7630/cio/lve.

[ISUSE Resources~ PJExpert Days~

SUSE Hawk

®

Resources @)

Status  Name
adin_jp
arp_sap_C11
rsc_efs_C11_sapdb
rsc_fs_C11_sapcb
sc_fs_C11_sapmnt
rsc_fs_C11_usrsap
rse_vm_C11_sapvg

rsc_md_C11_md0.

rsc_stonith_shd

Location

slenode2

slenadsl

slenode1,

slenodel

slenodel

slenodel

slenodel

slenadel

slenodel

v | e |[QSearch

Type Operations
ocfheartbeat Paddr2 m-a
Group (6) m-a
ocfheartbeatexportts | M|~ |Q

ocfheartbeat Filesystem | M|~ |Q
ocfheartbeat Filesystem | M|~/ Q

ocfheartbeat Filesystem | M|~ |Q

oct heartbeat LVM m-a
actheartbeatRaidl m-a
stonitexteralisbd m-a




SLES for SAP Applications

PRIORITY SUPPORT for SAP

HANA Page Cache

SAP Installation SUSE
Framework Connect

HA Cluster : L
HANA HA+DR High Availability
SAP Specific Update Channel

SUSE Linux Enterprise Server

PRIORITY SUPPORT for SAP




Towards Zero Downtime

SAP Enqueue Replication with SUSE HA Extension

SAP on SUSE Linux
Enterprise

SAP NetWeaver on SUSE Linwe Enterprise Server with High Availability - Enqueue
Replication Server and sap_suse_cluster_connector Integration

11 5p2 WWWLSLISE.COM

Oetober 17, 2012 Best Practice

SAP°® Certified

Integration with SAP NetWeaver”

Partner orren ey orpliien

http://scn.sap.com/community/linux/blog/2014/03/26/sap-netweaver-high-availability-cluster-730-certification —

AFENT EXPECTS A STANAArd »ALF INSTALENON NG METEI0re Nesas IWel PArameTers 1o
configure. The monitor operation of the resource agent can test the availability of th
database by using SAP tools (F3mans or jdbeconnect). This ensures that the databas
is really accessible for the SAP system.

3.3.3 The SAP SUSE cluster connector

The integration of the HA cluster through the SAP control framework using the
sap suse cluster conmector is of special interest. "One of the classical problenys runni
SAP instances in a highly available environment is that if a SAP adminisoator chang
the status (start/stop) of a SAP instance withowt using the interfaces provided by the
chaster software than the cluster framework will detect that as an emor stams and wi
bring the SAP instance into the old stams by either starting or stopping the SAP instanc
This can result in very dangerous situations, if the cluster changes the stams of a 54
instance during some SAF maintenance tasks. The solution is that the ceniral compons
SAPSTARTSEV, which controls SAP instances since SAP Femel versions 6.4, will
be enabled to communicate the state change (start/stop) to the closter software.” (54
SDHN article "How to Comnnect SAPSTARSEV and Cluster Frameworks using the
Components saphaseriptco.so and SAF Vendor Closter Connectar” http://scr
.sap.com/docs,/DOC-28875).

Figure 3.4 Cluster Imegration with SAP Control Framework

#* AP Instance [ M ™ SUSE Linux Enterprise
Resource Agent' High Availability Extension’

k
sapcontrol -

- -
EN- -

SAP HA-5 cript
Connector ' s

Web-5ervice Interface

'Provided by SAP



http://scn.sap.com/community/linux/blog/2014/03/26/sap-netweaver-high-availability-cluster-730-certification

sap_suse_cluster_connector3

SAP S4/HANA
SAP NetWeaver

Control framework
sapstartsrv

sap suse
cluster
connector

SLES for SAP
Applications

Cluster component

pacemaker

o




SLES for SAP Applications

PRIORITY SUPPORT for SAP

HANA Page Cache

SAP Installation SUSE
Framework Connect

HA Cluster : o
HANA HA+DR High Availability

SAP Specific Update Channel

SUSE Linux Enterprise Server

PRIORITY SUPPORT for SAP




Towards Zero Downtime

Dokumenty opisujace nalepsze praktyki
Zweryfikowane z Partnerami w SAP Linux Lab

Simple Stack Enqueue Replication

cluster node 1 cluster node 2 cluster node 1 cluster node 2

resource fallover 3?:%520?53{'\3;6
!
active / active Iock table rephcatlon

SAP group 1 SAP group 2 SAP system SAP system
- database e - database - database / - SAP Eng-Repl
- SAP instances - - SAP instances - SAP (A)SCS
= \;.L/
—— (& S
shared storage shared storage

DRBD Data Sync HA in Virtual Environments

cluster 1 cluster 2 Cluster nodes on virtual systems

DRBI) data replcs
-<:_/; ]
Bgtive / active - 1 1
P — cluster B cluster C
DRBD master DRBD slave Clustered Hyper Visor on physical systems
SAP system
o -
= = )
~—— ~—

Data Center 1 Data Center 2



Towards Zero Downtime
Cechy Disaster Recovery*

Metro cluster do ok. 30 km Replikacja danych do centrum
« Zalezne od jakosci tgcza(pytac SUSE services) zapasowego
» Potwierdzona jakosc replikacji danych przy . _
pomocy wbudowanego MD-Raid DRBD: brak SAN
« Integracja z rozwigzaniami do przechowywania * HANA System replication

danych w tym SDS (pyta¢ SUSE services)

Narzedzie do odtwarzania
pojedynczego wezta - ReaR

* Korzysta z natywnych narzedzi i
strownikow OS

* Integracja z wszystkimi dostawcami
rozwigzan klasy Enterprise Backup

*Features are part of SLE-HA and SLES-for-SAP




SAP S4/HANA SLES for SAP

SAP Management Integration

connector

Control framework Cluster component

SAP Management Console and Command Line Interface - I
ngmms SAP NetW 3 E 1 1

HA1 etWeaver
D B D01 on saphalgci A SAP Management Console E! [ ]

D B ASCS00 on saphalas
D B ERS10 on saphaler

> B 002 onsapnat Cr——

Status:  Running
Instances: 4 2 ABAP

High Availability Configuration -

State I Category | Deseription ] Comment
¥, ¥, i ¥
SAP_CONTROL_HA_S.. SAP_CONTROL_SAP_STATE  SCS instance running SCS instance status ok
SAP_CONTROL_HA_S... SAP_CONTROL_SAP_CONFI... SAPInstance RA sufficient version (saphalas.. SAPInstance includes is-ers patch
SAP_CONTROL_HA_S... SAP_CONTROL_SAP_CONFI... Redundant Java instance configuration 0 Java instances detected E
% Process List
" Access Foints CALEN  Operating n
@& Enqueue Locks
- B Enquee tatsti
New sapcontrol functions ol e e T e
: D [ Computer System Status:  Running
HACheCkconflg D B ERS10 on saphaler
HAChe C kF a i l over C on f i g P B D02 on saphald2 High Availability Information
Status: Active
HAGetFailoverConfi g Product Version: SUSE Linux Enterprise Server for SAP Applications 12 SP2
f SAP Interface Version: SUSE Linux Enterprise Server for SAP Applications 12 SP2 (sap_suse_cluster_connector 3.0.1]
HAFalloverTONOde Active Node: hacert01
Available Nodes:  |hacert02 3 | Failover | @




Awarie I... rozwigzania

Kilka przyktadow na to ,co sie stanie jesli...”

’! server (blade) fails other node takes over

2" network interface takes over

s itch fai
network switch fails network bonding

i enqueue server dies ASCS instance will fail over

message server will be

B message server dies locally restarted

network separation SBD detects failure and
fences (reboots) one node

RAID mirror leg gets lost

r fail ' '
storage fails 2" mirror leg continues

Database will be restarted

database fails and/or started on 2" node




SLES for SAP Applications

PRIORITY SUPPORT for SAP

HANA Page Cache
>~ ] Hardening

SAP Installation SUSE
Framework Connect

HA Cluster . o
HANA HA+DR High Availability

SAP Specific Update Channel

SUSE Linux Enterprise Server

PRIORITY SUPPORT for SAP




Optimum Performance

Page Cache Limit

Mowi kernelowi, ze po wypetnieniu
cache do poziomu
skonfigurowanego limitu, pamiec¢
jest wazniejsza dla aplikacji i nie
powinna byc dalej zajmowana
przez cache, ani swapowana.

SAP Note 1557506: Linux paging
improvement

page cache limit

Solution:
a barrier for the maximum

amount of page cache to
be allocated by the
operating system

. ‘HHHH
Linux

0 Operations




SLES for SAP Applications

PRIORITY SUPPORT for SAP
HANA Page Cache
SAP Installation SUSE
Framework Connect

HA Cluster . o
HANA HA+DR High Availability
SAP Specific Update Channel

SUSE Linux Enterprise Server

PRIORITY SUPPORT for SAP




Optimum Performance

SAP Notes SAP HANA Performance

0061136
0171356
0784391
1275776
1310037
1501701
1514966
1514967
1523337
1793345
1681360
1824819
1855805
1890444
1867783
1888072
1846872
1876398
1944415
1944799
1954788
1943937
1944415
2000003

Hostnames of SAP servers

SAP software on Linux General information

SAP support terms 3rd-party Linux kernel drivers

Preparing SLES for Sap Environments

SUSE LINUX Enterprise Server 11: Installation notes

Single Computing Unit Performance and Sizing

SAP HANA 1.0: Sizing SAP In-Memory Database

SAP HANA: Central Note

SAP In-Memory Database 1.0: Central Note

Sizing for SAP Suite on HANA

Support for SAP Software on Linux / Fusion-10

SAP HANA DB: Recommended OS settings for SLES 11 / SLES for SAP Applications 11 SP2
Recommended SLES 11 packages for HANA support on OS level

Slow HANA system due to CPU power save mode

XFS Data Inconsistency Bug with SLES 11 SP2

SAP HANA DB: Indexserver crash in __strcmp_sse42

"No space left on device" error reported from HANA

Network configuration for System Replication in HANA SP6

Hardware Configuration Guide and Software Installation Guide for SUSE Linux Enterprise Server...
SAP HANA Guidelines for SLES Operating System Installation

SAP HANA DB: Recommended OS settings for SLES 11 /| SLES for SAP Applications 11 SP3
Hardware Configuration Check Tool - Central Note

Configuration Guide for Hardware Platforms of SUSE Linux Enterprise Server
FAQ: SAP HANA



Optimum Performance

Software Setup for SAP HANA

SUSE Linux Enterprise Server
For SAP Applications 15

Development

4 C/C++ Compiler and Tools

Primary Functions

[ % FIPS 140-2 specific packages

Patterns

+ Base System

+ X Window System

+ Minimal System

+ SAP HANA Server Base

+ C/C++ Compiler and Tools
+ ClusterTools2

- No AppArmor

- No Gnome Desktop

- No 32-bit Runtime

- No Web-based Server Management
Optional Packages

+ rear

+ xfsprogs

+ xfsdump



Optimum Performance

SAP HANA Parameters Kernel Settings

kernel boot options
* intel_idle.max_cstate
* processor.max_cstate
elevator
cgroup_disable
transparent_hugepage
sysctl settings
* vm.pagecache_limit_mb
* vm.pagecache_limit_ignore_dirty
* vm.dirty bytes
e vm.dirty_background_bytes
* net.ipv4.tcp_slow start_after idle
* misc. settings from sapconf




SLES for SAP Applications

PRIORITY SUPPORT for SAP

HANA Page Cache

SAP Installation SUSE
Framework Connect

HA Cluster . o
HANA HA+DR High Availability
SAP Specific Update Channel

SUSE Linux Enterprise Server

PRIORITY SUPPORT for SAP




Simplified Operations
SAP Installation Wizard

ibmhanar02m. widf sap.corp: 443-Video Viewer

Informacje niezbedne do

instalacji Linuxa: __ % Products available for installation
* Hostname il
* Domain
* |IP address ‘
* Subnet mask DR, A

* Domain searchlist (DNS)
e |P for nameserver
* |IP for gateway

* Masterpassword for the
system installation




Simplified Operations
SAP Installation Wizard

Informacje niezbedne do e rr— @
instalacji SAP: » e % Products available for installation
« System ID of the system to be Sl
built up

* Virtual hosthame
e Virtual IP address for SAP

# SAP Install

Service Select your Product

H  [Product ~ Descriptian
3 |CRMTO SAP CRM 7.0 Support Releage 1
SAP ERF E.0 EHP4 Rzady- Suppor Rzl

* Virtual netmask

* Instance number of the SAP
system

e Solution Manager key for the
SAP system

e System T-Shirt Sizing (S, M, L)
e Database Log Mode




SLES for SAP Applications

PRIORITY SUPPORT for SAP

HANA Page Cache

SAP Installation SUSE
Framework Connect

HA Cluster . o
HANA HA+DR High Availability
SAP Specific Update Channel

SUSE Linux Enterprise Server

PRIORITY SUPPORT for SAP




Simplified Operations
Extended Service Pack Overlap Support

General Support Extended Support
Year 1 Year 2 Year 3 Year 4  Year 2 Year 6 Year 7 Year & Year 9 Y 10 Y11 Y 12 Y 13

GA ESPOS LTSS

5P1 ESPOS LTSS

ESPOS LTSS
[ e —
SP4 ESPOS LTSS

ESPOS LTSS

6 months  ——p
18 months  ——j=-

13-letni cykl zycia (10 lat wsparcia podstawowego + 3 lata wsparcia rozszerzonego)

5-letni cykl zycia dla Service Packow (3 lata wsparcia podstawowego + 2 lata wsparcia rozszerzonego)
» 18-miesieczny okres migracji pomiedzy kolejnymi service packami

Dostepny Long Term Service Pack Support (LTSS) dla wszystkich wersji tacznie z GA



SLES for SAP Applications

PRIORITY SUPPORT for SAP

HANA Page Cache
Hardening Limit

SAP Installation SUSE
Framework Connect

HA Cluster . o
HANA HA+DR High Availability

SAP Specific Update Channel

SUSE Linux Enterprise Server

PRIORITY SUPPORT for SAP




Uproszczona obstuga

Securing SAP HANA with SUSE Linux

OS Security

SAP HANA : : SUSE
. : Hardening Guide
Security Guide e for SAP H?AN A Security Guide

SAP HANA specific Operating System generi

SApd “suse




SLES for SAP Applications

PRIORITY SUPPORT for SAP

HANA Page Cache
Hardening Limit

SAP Installation SUSE
Framework Connect

HA Cluster . o
HANA HA+DR High Availability

SAP Specific Update Channel

SUSE Linux Enterprise Server

PRIORITY SUPPORT for SAP




Virtual Machine Driver Pack

Sterowniki, narzedzia i najlepsze praktyki dla osiggniecia
optymalnej wydajnosci i uproszczenia utrzymania SLES for SAP
na:

* KVM
np. Best Practice SAP HANA on KVM
» Srodowiskach chmury publicznej

np. AWS, Azure, Google




SLES for SAP Applications

PRIORITY SUPPORT for SAP

HANA Page Cache
Hardening Limit

SAP Installation SUSE
Framework Connect

HA Cluster . o
HANA HA+DR High Availability
SAP Specific Update Channel

SUSE Linux Enterprise Server

PRIORITY SUPPORT for SAP




Simplified Operations

SUSE Connect - Uzupetniajace oprogramowanie od

partnerow

In Memory
database
SAP HANA

Business
Application
Software

SUSE Linux
Operating
System

Devops

Business Service Management
System Monitoring

Tooling

Enterprise Content Management
Archiving

Servicedesk

Change Control

Backup

Code Transformation
Landscape Transformation
Workload Automation

Antivirus

Code Security



Simplified Operations
SUSE Connect — wybrani Partnerzy

‘ ® "/

DATAVARD

SEr

Revelation

software concepts

In Memory
database
SAP HANA

Business
Application
Software

SUSE Linux
Operating .
System Cenlerity
Enterprise-Class T & BSM iterin, §




SLES for SAP Applications

PRIORITY SUPPORT for SAP

HANA Page Cache
Hardening Limit

SAP Installation SUSE
Framework Connect

HA Cluster . o
HANA HA+DR High Availability

SAP Specific Update Channel

SUSE Linux Enterprise Server

PRIORITY SUPPORT for SAP




SLES for SAP Applications

PRIORITY SUPPORT for SAP

HANA Page Cache
Hardening Limit

SAP Installation SUSE
Framework Connect

HA Cluster . o
HANA HA+DR High Availability

SAP Specific Update Channel

SUSE Linux Enterprise Server

PRIORITY SUPPORT for SAP




Simplified Operations
SLES Priority Support for SAP ‘Support

Organization

Support Request

e Zintegrowany z SAP Support
Process

o 24X7
Advice

* Wspiera SAP Customer Support LS BC-OP-LNX-SUSE
Network

SAP CSN

e Szybkie wsparcie przez eksperto
SAP LinuxLab

L3 Request

Partner
Engineering

Partner
Support

SAP Note 1056161 - SUSE Priority
Support for SAP-Applications




SLES for SAP Applications

PRIORITY SUPPORT for SAP

HANA Page Cache
Hardening Limit

SAP Installation SUSE
Framework Connect

HA Cluster . o
HANA HA+DR High Availability

SAP Specific Update Channel

«buiyayed aAnIj
asudiayuzg xnui1 3sNS

SUSE Linux Enterprise Server

PRIORITY SUPPORT for SAP

* Live Patching SAP Note 1984787



In a data center, not so long ago ...

Linux Kernel ,'
Nov-11, 2015

* CVE-2013-7446
* CVE-2015-6937
* CVE-2015-7872
* CVE-2015-7990

* CVE-2015-8709
* CVE-2015-8812
* CVE-2015-8816
* CVE-2016-0728
* CVE-2016-0758
* CVE-2016-0774
* CVE-2016-1583
* CVE-2016-2053
* CVE-2016-2384
* CVE-2016-3134
* CVE-2016-4470
* CVE-2016-4565
* CVE-2016-4997
* CVE-2016-5829
* CVE-2016-6480

Linux Kernel

Dec-11, 2015

2]

* CVE-2013-7446

* CVE-2015-8660
* CVE-2015-8709
* CVE-2015-8812
* CVE-2015-8816
* CVE-2016-0728
* CVE-2016-0758
* CVE-2016-0774
* CVE-2016-1583
* CVE-2016-2053
* CVE-2016-2384
* CVE-2016-3134
* CVE-2016-4470
* CVE-2016-4565
* CVE-2016-4997
* CVE-2016-5829
* CVE-2016-6480

* CVE-2015-8019 ;
« CVE-2015-8539 + CVE-2015-8019 Linux Kernel ,'
« CVE-2015-8660 * CVE-2015-8539 Jan-15, 2016

* CVE-2013-7446
* CVE-2015-8019
* CVE-2015-8539
* CVE-2015-8660
* CVE-2015-8709
* CVE-2015-8812
* CVE-2015-8816
* CVE-2016-0758
* CVE-2016-0774
* CVE-2016-1583
* CVE-2016-2053
* CVE-2016-2384
* CVE-2016-3134
* CVE-2016-4470
* CVE-2016-4565

Vo1 tag + CVE-2016-5629 " CVE-2016-6480 + CVE-2016-5829 - CVE-2016-2053 i Linux Kernel ,'
« OVE-2016-6480 * CVE-2016-6480 + CVE-2016-6480 * CVE-2016-4470 i Sep-12, 2016

Linux Kernel

Feb-10, 2016

2]

* CVE-2015-8709
* CVE-2015-8812
* CVE-2015-8816
* CVE-2016-0758
* CVE-2016-0774
* CVE-2016-1583
* CVE-2016-2053
* CVE-2016-2384
* CVE-2016-3134
* CVE-2016-4470
* CVE-2016-4565
* CVE-2016-4997

Linux Kernel

Mar-22, 2016

2|

* CVE-2016-0758
* CVE-2016-1583
* CVE-2016-2053
* CVE-2016-3134
* CVE-2016-4470
* CVE-2016-4565
* CVE-2016-4997
* CVE-2016-5829

Jun-09, 2016

Linux Kernel

2]

* CVE-2016-0758
* CVE-2016-2053
* CVE-2016-4470
* CVE-2016-4565
* CVE-2016-4997

Aug-16, 2016

Linux Kernel

Sample data taken
on Sept-15, 2016

* CVE-2016-0758
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Live Patching

In a SUSI% data center, today ;-)
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SLES for SAP Applications

PRIORITY SUPPORT for SAP

HANA Page Cache
Hardening Limit

SAP Installation SUSE
Framework Connect

HA Cluster . o
HANA HA+DR High Availability

SAP Specific Update Channel

SUSE Linux Enterprise Server

PRIORITY SUPPORT for SAP
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Simplified Operations
Automation for SAP HANA and Hadoop

snp

Container
SLES for SAP

(SUSE Manager A
for Infrastructure Automation &

« Staging Procedure (DEV, QAS, PRD) SUS

* CVE Reporting for Security Patches e actapt vou sues

.’ Reporting/Compliance SAP Basis )




SUSE YaST2 framework for SAP Products

@ Administrator Settings
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HA Setup for SAP Products

SAP HANA Firewall

SAP Installation Wizard

System Tuning for SAP

SUSE HANA Cluster Update

# yast2

# yast2 sap _ha

# yast2 hanafirewall
# yast2 sap-installation-wizard
# yast2 saptune

# yast2 hana_updater



Podsumowanie



Korzysci z SUSE SLES for SAP Applications

Jak mozemy zaspokoi¢ Panstwa potrzeby biznesowe?

Cecha Korzysé

v o o
. Kierunek: Zero Downtime Gwarantuje ciggtosc biznesowg

. Optymalna wydajnos¢ Ochrona poniesionych inwestyciji

v’ Zmniejszenie kosztoéw utrzymania
* Uproszczona obstuga



Conclusion

6' l Products & Solutions Support & Services Partners Communities About

SUSE

I3 - SUSE Linux Enterprise Server for SAP Applications

SUSE Linux Enterprise Server for SAP
Applications

The Leading Platform
for SAP Applications
on Linux

Shop

60 Day Free Trial

60 Days of Patches and Updates

SUSE Linux Enterprise Server for SAP Applications

e —

http://lwww.suse.com/products/sles-for-sap
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http://www.suse.com/products/sles-for-sap
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SAP Notes

0171356
0816097
1310037
1275775
1172419
1008828
0877795
0995116
1014480
0618104
1552925
1056161
1763512

SAP on Linux

Availability of SAP on Linux for x86_64
SLES11

sapconf

Java VM on x86_64

SAP Kernel 4.6D

SAP sapstartsrv before 7.0

SAP backporting sapstartsrv

SAP Mgmt. Console

sapsysinfo

Linux: High Availability Cluster Solutions
SUSE Priority Support for SAP-Applications
Support details for SUSE Linux Enterprise High Availability




Links 2/2

http://www.sap.com/linux

http://wiki.sdn.sap.com/wiki/display/HOME/SAPonLinuxNotes
http://www.sap.com/partners/directories/searchpartner.epx

http://scn.sap.com/docs/DOC-26718

http://scn.sap.com/docs/DOC-25453

http://scn.sap.com/docs/DOC-28875

http://scn.sap.com/docs/DOC-25453

http://scn.sap.com/docs/DOC-8541

http://scn.sap.com/docs/DOC-31701
http://www.sdn.sap.com/irj/scn/index?rid=/library/uuid/d079c1f2-5c6b-2f10-dcbb-a29¢c20865e81
https://help.sap.com/viewer/e458064e3077486994caaf9a85c4aa23/7.51.3/en-US/902412f09e134f5bb875adb6db585c92.html

http://www.suse.com/partners/sap
https://www.suse.com/products/sles-for-sap/
https://www.suse.com/products/sles-for-sap/resource-library




SUSE

We adapt. You succeed.



Unpublished Work of SUSE LLC. All Rights Reserved.

This work is an unpublished work and contains confidential, proprietary and trade secret information of SUSE LLC.
Access to this work is restricted to SUSE employees who have a need to know to perform tasks within the scope of their
assignments. No part of this work may be practiced, performed, copied, distributed, revised, modified, translated,
abridged, condensed, expanded, collected, or adapted without the prior written consent of SUSE.

Any use or exploitation of this work without authorization could subject the perpetrator to criminal and civil liability.

General Disclaimer

This document is not to be construed as a promise by any participating company to develop, deliver, or market a
product. Itis not a commitment to deliver any material, code, or functionality, and should not be relied upon in making
purchasing decisions. SUSE makes no representations or warranties with respect to the contents of this document, and
specifically disclaims any express or implied warranties of merchantability or fithess for any particular purpose. The
development, release, and timing of features or functionality described for SUSE products remains at the sole discretion
of SUSE. Further, SUSE reserves the right to revise this document and to make changes to its content, at any time,
without obligation to notify any person or entity of such revisions or changes. All SUSE marks referenced in this
presentation are trademarks or registered trademarks of Micro Focus, Inc. in the United States and other countries. All
third-party trademarks are the property of their respective owners.
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