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About This Guide

Novell® AppArmor is designed to provide easy-to-use application security for both
servers and workstations. Novell AppArmor is an access control system that lets you
specify per program which files the program may read, write, and execute. AppArmor
secures applications by enforcing good application behavior without relying on attack
signatures, so it can prevent attacks even if they are exploiting previously unknown
vulnerabilities.

Novell AppArmor consists of:

+ A library of AppArmor profiles for common Linux* applications describing what
files the program needs to access.

+ A library of AppArmor profile foundation classes (profile building blocks) needed
for common application activities, such as DNS lookup and user authentication.

+ A tool suite for developing and enhancing AppArmor profiles, so that you can
change the existing profiles to suit your needs and create new profiles for your own
local and custom applications.

+ Several specially modified applications that are AppArmor enabled to provide en-
hanced security in the form of unique subprocess confinement, including Apache
and Tomcat.

+ The Novell AppArmor—loadable kernel module and associated control scripts to
enforce AppArmor policies on your SUSE Linux Enterprise® system.

This guide covers the following topics:

Immunizing Programs
Describes the operation of Novell AppArmor and describes the types of programs
that should have Novell AppArmor profiles created for them.

Profile Components and Syntax
Introduces the profile components and syntax.

Building and Managing Profiles with YaST
Describes how to use the AppArmor YaST modules to build, maintain and update
profiles.



vi

Building Profiles from the Command Line
Describes how to use the AppArmor command line tools to build, maintain and
update profiles.

Profiling Your Web Applications Using ChangeHat
Enables you to create subprofiles for the Apache Web server that allow you to
tightly confine small sections of Web application processing.

Managing Profiled Applications
Describes how to perform Novell AppArmor profile maintenance, which involves

tracking common issues and concerns.

Support
Indicates support options for this product.

Glossary
Provides a list of terms and their definitions.

1 Feedback

We want to hear your comments and suggestions about this manual and the other doc-
umentation included with this product. Please use the User Comments feature at the
bottom of each page of the online documentation and enter your comments there.

2 Documentation Conventions

The following typographical conventions are used in this manual:
+ /etc/passwd: filenames and directory names
* placeholder: replace placeholder with the actual value
+ PATH: the environment variable PATH
* 1s, ——help: commands, options, and parameters

* user: users or groups

Novell AppArmor Administration Guide



Alt, Alt + F1: a key to press or a key combination; keys are shown in uppercase as
on a keyboard

File, File > Save As: menu items, buttons

Dancing Penguins (Chapter Penguins, T Another Manual): This is a reference to a
chapter in another manual.
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Immunizing Programs

Novell® AppArmor provides immunization technologies that protect applications from
the inherent vulnerabilities they possess. After installing Novell AppArmor, setting up
Novell AppArmor profiles, and rebooting the computer, your system becomes immu-
nized because it begins to enforce the Novell AppArmor security policies. Protecting

programs with Novell AppArmor is referred to as immunizing.

Novell AppArmor sets up a collection of default application profiles to protect standard
Linux services. To protect other applications, use the Novell AppArmor tools to create
profiles for the applications that you want protected. This chapter introduces the philos-
ophy of immunizing programs. Proceed to Chapter 2, Profile Components and Syntax
(page 11), Chapter 3, Building and Managing Profiles with YaST (page 17), or Chap-
ter 4, Building Profiles from the Command Line (page 37) if you are ready to build and
manage Novell AppArmor profiles.

Novell AppArmor provides streamlined access control for network services by specifying
which files each program is allowed to read, write, and execute. This ensures that each
program does what it is supposed to do and nothing else. Novell AppArmor quarantines
programs to protect the rest of the system from being damaged by a compromised
process.

Novell AppArmor is a host intrusion prevention or mandatory access control scheme.
Previously, access control schemes were centered around users because they were built
for large timeshare systems. Alternatively, modern network servers largely do not permit
users to log in, but instead provide a variety of network services for users, such as Web,
mail, file, and print servers. Novell AppArmor controls the access given to network
services and other programs to prevent weaknesses from being exploited.

Immunizing Programs
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TIP: Background Information for Novell AppArmor

To get a more in-depth overview of AppArmor and the overall concept behind
it, refer to Appendix A, Background Information on AppArmor Profiling
(page 115).

1.1 Introducing the AppArmor
Framework

This section provides a very basic understanding of what is happening “behind the
scenes” (and under the hood of the YaST interface) when you run AppArmor.

An AppArmor profile is a plain text file containing path entries and access permissions.
See Section 2.1, “Breaking a Novell AppArmor Profile into Its Parts” (page 12) for a
detailed reference profile. The directives contained in this text file are then enforced
by the AppArmor routines to quarantine the process or program.

The following tools interact in the building and enforcement of AppArmor profiles and
policies:

aa-unconfined
aa-unconfined detects any application running on your system that listens for net-
work connections and is not protected by an AppArmor profile. Refer to Section
“aa-unconfined—Identifying Unprotected Processes” (page 60) for detailed infor-
mation about this tool.

aa-autodep
aa-autodep creates a basic skeleton of a profile that needs to be fleshed out before
it is put to productive use. The resulting profile is loaded and put into complain
mode, reporting any behavior of the application that is not (yet) covered by App-
Armor rules. Refer to Section “aa-autodep—Creating Approximate Profiles”
(page 44) for detailed information about this tool.

aa-genprof
aa-genprof generates a basic profile and asks you to refine this profile by executing
the application, generating log events that need to be taken care of by AppArmor
policies. You are guided through a series of questions to deal with the log events
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that have been triggered during the application's execution. After the profile has
been generated, it is loaded and put into enforce mode. Refer to Section “aa-gen-
prof—Generating Profiles” (page 47) for detailed information about this tool.

aa-logprof
aa-logprofinteractively scans and reviews the log entries generated by an application
that is confined by an AppArmor profile in complain mode. It assists you in gener-
ating new entries in the profile concerned. Refer to Section “aa-logprof—Scanning
the System Log” (page 54) for detailed information about this tool.

aa-complain
aa-complain toggles the mode of an AppArmor profile from enforce to complain.
Exceptions to rules set in a profile are logged, but the profile is not enforced. Refer
to Section “aa-complain—Entering Complain or Learning Mode” (page 45) for
detailed information about this tool.

aa-enforce
aa-enforce toggles the mode of an AppArmor profile from complain to enforce.
Exceptions to rules set in a profile are logged, but not permitted—the profile is
enforced. Refer to Section “aa-enforce—Entering Enforce Mode” (page 46) for
detailed information about this tool.

Once a profile has been built and is loaded, there are two ways in which it can get pro-
cessed:

complain
In complain mode, violations of AppArmor profile rules, such as the profiled pro-
gram accessing files not permitted by the profile, are detected. The violations are
permitted, but also logged. To improve the profile, turn complain mode on, run the
program through a suite of tests to generate log events that characterize the program's
access needs, then postprocess the log with the AppArmor tools (YaST or aa-log-
prof) to transform log events into improved profiles.

enforce
In enforce mode, violations of AppArmor profile rules, such as the profiled program
accessing files not permitted by the profile, are detected. The violations are logged
and not permitted. The default is for enforce mode to be enabled. To log the viola-
tions only, but still permit them, use complain mode. Enforce toggles with complain
mode.

Immunizing Programs
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1.2 Determining Programs to
Immunize

Now that you have familiarized yourself with AppArmor, start selecting the applications
for which to build profiles. Programs that need profiling are those that mediate privilege.
The following programs have access to resources that the person using the program
does not have, so they grant the privilege to the user when used:

cron Jobs
Programs that are run periodically by cron. Such programs read input from a variety
of sources and can run with special privileges, sometimes with as much as root
privilege. For example, cron can run /usr/sbin/logrotate daily to rotate,
compress, or even mail system logs. For instructions for finding these types of
programs, refer to Section 1.3, “Immunizing cron Jobs” (page 5).

Web Applications
Programs that can be invoked through a Web browser, including CGI Perl scripts,
PHP pages, and more complex Web applications. For instructions for finding these
types of programs, refer to Section 1.4.1, “Immunizing Web Applications”

(page 7).

Network Agents
Programs (servers and clients) that have open network ports. User clients, such as
mail clients and Web browsers mediate privilege. These programs run with the
privilege to write to the user's home directory and they process input from poten-
tially hostile remote sources, such as hostile Web sites and e-mailed malicious
code. For instructions for finding these types of programs, refer to Section 1.4.2,
“Immunizing Network Agents” (page 9).

Conversely, unprivileged programs do not need to be profiled. For instance, a shell
script might invoke the cp program to copy a file. Because cp does not have its own
profile, it inherits the profile of the parent shell script, so can copy any files that the
parent shell script's profile can read and write.
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1.3 Immunizing cron Jobs

To find programs that are run by cron, inspect your local cron configuration. Unfortu-
nately, cron configuration is rather complex, so there are numerous files to inspect.
Periodic cron jobs are run from these files:

/etc/crontab

/etc/cron.d/*

/etc/cron.daily/*

/etc/cron.hourly/*

/etc/cron.monthly/*
/etc/cron.weekly/*

For root's cron jobs, edit the tasks with crontab -e and list root's cron tasks
with crontab -1. Youmust be root for these to work.

Once you find these programs, you can use the Add Profile Wizard to create profiles
for them. Refer to Section 3.1, “Adding a Profile Using the Wizard” (page 18).

1.4 Immunizing Network Applications

An automated method for finding network server daemons that should be profiled is to
use the aa-unconfined tool. You can also simply view a report of this information in
the YaST module (refer to Section “Application Audit Report” (page 91) for instruc-
tions).

The aa-unconfined tool uses the command net stat -nlp toinspect your open ports
from inside your computer, detect the programs associated with those ports, and inspect
the set of Novell AppArmor profiles that you have loaded. aa-unconfined then reports
these programs along with the Novell AppArmor profile associated with each program
or reports “none” if the program is not confined.

NOTE

If you create a new profile, you must restart the program that has been profiled
to have it be effectively confined by AppArmor.

Immunizing Programs
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Below is a sample aa-unconfined output:

2325 /sbin/portmap not confined
37020 /usr/sbin/sshd® confined
by '/usr/sbin/sshd® (enforce)'
4040 /usr/sbin/ntpd confined by '/usr/sbin/ntpd (enforce)'
4373 /usr/lib/postfix/master confined by '/usr/lib/postfix/master (enforce)'

4505 /usr/sbin/httpd2-prefork confined by '/usr/sbin/httpd2-prefork (enforce)'
5274 /sbin/dhcpcd not confined

5592 /usr/bin/ssh not confined

7146 /usr/sbin/cupsd confined by '/usr/sbin/cupsd (complain)'

©®  The first portion is a number. This number is the process ID number (PID) of the
listening program.

® The second portion is a string that represents the absolute path of the listening
program

®  The final portion indicates the profile confining the program, if any.

NOTE

aa-unconfined requires root privileges and should not be run from a shell
that is confined by an AppArmor profile.

aa-unconfined does not distinguish between one network interface and another, so it
reports all unconfined processes, even those that might be listening to an internal LAN
interface.

Finding user network client applications is dependent on your user preferences. The
aa-unconfined tool detects and reports network ports opened by client applications, but
only those client applications that are running at the time the aa-unconfined analysis is
performed. This is a problem because network services tend to be running all the time,
while network client applications tend only to be running when the user is interested
in them.

Applying Novell AppArmor profiles to user network client applications is also dependent
on user preferences. Therefore, we leave profiling of user network client applications
as an exercise for the user.
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To aggressively confine desktop applications, the aa-unconfined command supports a
paranoid option, which reports all processes running and the corresponding App-
Armor profiles that might or might not be associated with each process. The user can
then decide whether each of these programs needs an AppArmor profile.

If you have new or modified profiles, you can submit them to the apparmor-gener-
al@forge.novell.com [mailto:apparmor—general@forge.novell.comn|
mailing list along with a use case for the application behavior that you exercised. The
AppArmor team reviews and may submit the work into SUSE Linux Enterprise. We
cannot guarantee that every profile will be included, but we make a sincere effort to
include as much as possible so that end users can contribute to the security profiles that
ship in SUSE Linux Enterprise.

1.4.1 Immunizing Web Applications

To find Web applications, investigate your Web server configuration. The Apache Web
server is highly configurable and Web applications can be stored in many directories,
depending on your local configuration. SUSE Linux Enterprise, by default, stores Web
applications in /srv/www/cgi-bin/. To the maximum extent possible, each Web
application should have an Novell AppArmor profile.

Once you find these programs, you can use the AppArmor Add Profile Wizard to create
profiles for them. Refer to Section 3.1, “Adding a Profile Using the Wizard” (page 18).

Because CGI programs are executed by the Apache Web server, the profile for Apache
itself, usr . sbin.httpd2-prefork for Apache2 on SUSE Linux Enterprise, must
be modified to add execute permissions to each of these programs. For instance, adding
theline /srv/www/cgi-bin/my_hit_counter.pl rpx grants Apache permis-
sion to execute the Perl script my_hit_counter.pl and requires that there be a
dedicated profile for my_hit_counter.pl.I[fmy_hit_counter.pl does not
have a dedicated profile associated with it, the rule should say
/srv/www/cgi-bin/my_hit_counter.pl rixtocausemy_hit_counter
.pl to inherit the usr . sbin.httpd2-prefork profile.

Immunizing Programs
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Some users might find it inconvenient to specify execute permission for every CGI
script that Apache might invoke. Instead, the administrator can grant controlled access
to collections of CGI scripts. For instance, adding the line
/srv/www/cgi-bin/*.{pl, py,pyc} rix allows Apache to execute all files
in /srv/www/cgi-bin/ ending in . pl (Perl scripts) and . py or . pyc (Python
scripts). As above, the ix part of the rule causes Python scripts to inherit the Apache
profile, which is appropriate if you do not want to write individual profiles for each
Python script.

NOTE

If you want the subprocess confinement module (apache2-mod-apparmor)
functionality when Web applications handle Apache modules (mod_per1 and
mod_php), use the ChangeHat features when you add a profile in YaST or at
the command line. To take advantage of the subprocess confinement, refer to
Section 5.1, “Apache ChangeHat” (page 70).

Profiling Web applications that use mod_per1 and mod_php requires slightly different
handling. In this case, the “program” is a script interpreted directly by the module
within the Apache process, so no exec happens. Instead, the Novell AppArmor version
of Apache calls change_hat () using a subprofile (a “hat”) corresponding to the
name of the URI requested.

NOTE

The name presented for the script to execute might not be the URI, depending
on how Apache has been configured for where to look for module scripts. If

you have configured your Apache to place scripts in a different place, the dif-
ferent names appear in log file when Novell AppArmor complains about access
violations. See Chapter 6, Managing Profiled Applications (page 81).
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For mod_per1 and mod_php scripts, this is the name of the Perl script or the PHP
page requested. For example, adding this subprofile allows the 1ocaltime.php page
to execute and access the local system time:

/usr/bin/httpd2-prefork {

# ...
~/cgi-bin/localtime.php {

/etc/localtime r,
/srv/www/cgi-bin/localtime.php «r,
/usr/lib/locale/** r,

}
}

If no subprofile has been defined, the Novell AppArmor version of Apache applies the
DEFAULT_URT hat. This subprofile is basically sufficient to display an HTML Web
page. The DEFAULT_URI hat that Novell AppArmor provides by default is the follow-
ing:

~"DEFAULT_URI {
/usr/sbin/suexec? ixr,
/var/log/apache2/** rwl,

/home/*/public_html/** r,
/srv/www/htdocs/** r,
/srv/www/icons/*.{gif, jpg, png} r,
/usr/share/apache2/** r,

To use a single Novell AppArmor profile for all Web pages and CGI scripts served by
Apache, a good approach is to edit the DEFAULT_URT subprofile.

1.4.2 Immunizing Network Agents

To find network server daemons and network clients (such as fetchmail, Firefox, amaroK
or Banshee) that should be profiled, you should inspect the open ports on your machine,
consider the programs that are answering on those ports, and provide profiles for as
many of those programs as possible. If you provide profiles for all programs with open
network ports, an attacker cannot get to the file system on your machine without passing
through a Novell AppArmor profile policy.

Scan your server for open network ports manually from outside the machine using a
scanner, such as nmap, or from inside the machine using the netstat —--inet -n
—-p command. Then inspect the machine to determine which programs are answering
on the discovered open ports.

Immunizing Programs



TIP

Refer to the man page of the netstat command for a detailed reference of
all possible options.
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Profile Components and
Syntax

You are ready to build Novell AppArmor profiles after you select the programs to
profile. To do so, it is important to understand the components and syntax of profiles.
AppArmor profiles contain several building blocks that help build simple and reusable
profile code: #include files, abstractions, program chunks, and capability entries.
#include statements are used to pull in parts of other AppArmor profiles to simplify
the structure of new profiles. Abstractions are #include statements grouped by
common application tasks. Program chunks are chunks of profiles that are specific to
program suites. Capability entries are profile entries for any of the POSIX.1e Linux
capabilities.

For help determining the programs to profile, refer to Section 1.2, “Determining Pro-
grams to Immunize” (page 4). To start building AppArmor profiles with YaST, proceed
to Chapter 3, Building and Managing Profiles with YaST (page 17). To build profiles
using the AppArmor command line interface, proceed to Chapter 4, Building Profiles
Jfrom the Command Line (page 37).

Profile Components and Syntax
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2.1 Breaking a Novell AppArmor
Profile into Its Parts

Novell AppArmor profile components are called Novell AppArmor rules. Currently
there are two main types of Novell AppArmor rules, path entries and capability entries.
Path entries specify what the process can access in the file system and capability entries
provide a more fine-grained control over what a confined process is allowed to do
through other system calls that require privileges. Includes are a type of meta rule or
directives that pull in path and capability entries from other files.

The easiest way of explaining what a profile consists of and how to create one is to
show the details of a sample profile, in this case for a hypothetical application called

/usr/bin/foo:

#include <tunables/global>@®

# a comment naming the
/usr/bin/foo®
{®

application to

#include <abstractions/base>@®

capability setgid®,

/bin/mount
/dev/{,u}@random
/etc/1ld.so.cache
/etc/foo.conf
/etc/foo/*
/lib/1ld-*.so*
/1lib/1lib*.so*
/proc/[0-9]**
/usr/lib/**

/tmp/ 0@
/tmp/foo.pid
/tmp/foo.*
/@{HOME}®/ .foo_file
/@{HOME}/.foo_lock

ux,

r,
r,
r,
mr,
mr,
r,
mr,
r,
wr,
lrw,
rw,
Wy

# a comment about foo's subprofile,

“bar® {
/1lib/1ld-*.so*
/usr/bin/bar
/var/spool/*

}

mr,

bx,
rwl,

12 Novell AppArmor Administration Guide
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This loads a file containing variable definitions.

®

The normalized path to the program that is confined.

® The curly braces ({ }) serve as a container for include statements, subprofiles,
path entries, and capability entries.

()

This directive pulls in components of AppArmor profiles to simplify profiles.

(]

Capability entry statements enable each of the 29 POSIX.1e draft capabilities.

® The curly braces ({ }) make this rule apply to the path both with and without the
content enclosed by the braces.

©@ A path entry specifying what areas of the file system the program can access. The
first part of a path entry specifies the absolute path of a file (including regular
expression globbing) and the second part indicates permissible access modes (r
for read, w for write, and x for execute). A whitespace of any kind (spaces or tabs)
can precede pathnames or separate the pathname from the access modes. Spaces
between the access mode and the trailing comma is optional. Find a comprehensive
overview of the available access modes in Section 4.8, “File Permission Access
Modes” (page 62).

®  This variable expands to a value that can be changed without changing the entire
profile.

® This section references a subprofile of the application, also known as a “hat”. For
more details on AppArmor's ChangeHat feature, refer to Chapter 5, Profiling Your
Web Applications Using ChangeHat (page 69).

TIP: Using Variables in Profiles

With the current AppArmor tools, variables as presented in the above example
can only be used when manually editing and maintaining a profile.

A typical example when variables come in handy are network scenarios in which
user home directories are not mounted in the standard location
/home/username, but under a custom location. Find the variable definitions
for this use case (@ {HOME } and @ {HOMEDIRS}) in the /etc/apparmor.d/
tunables/home file.

When a profile is created for a program, the program can access only the files, modes,
and POSIX capabilities specified in the profile. These restrictions are in addition to the
native Linux access controls.

Profile Components and Syntax
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Example:  To gain the capability CAP_ CHOWN, the program must have both access
to CAP__CHOWN under conventional Linux access controls (typically, be a root-owned
process) and have the capability chown in its profile. Similarly, to be able to write to
the file /foo/bar the program must have both the correct user ID and mode bits set
in the files attributes (see the chmod and chown man pages) and have /foo/bar

w in its profile.

Attempts to violate Novell AppArmor rules are recorded in /var/log/audit/
audit.logifthe audit package isinstalled or otherwise in /var/log/messages.
In many cases, Novell AppArmor rules prevent an attack from working because neces-
sary files are not accessible and, in all cases, Novell AppArmor confinement restricts
the damage that the attacker can do to the set of files permitted by Novell AppArmor.

2.2 #include Statements

#include statements are directives that pull in components of other Novell AppArmor
profiles to simplify profiles. Include files fetch access permissions for programs. By
using an include, you can give the program access to directory paths or files that are
also required by other programs. Using includes can reduce the size of a profile.

By default, AppArmor adds /etc/apparmor .d to the path in the #include
statement. AppArmor expects the include files to be located in /etc/apparmor .d.
Unlike other profile statements (but similar to C programs), #include lines do not
end with a comma.

To assist you in profiling your applications, Novell AppArmor provides two classes of
#includes: abstractions and program chunks.

2.2.1 Abstractions

Abstractions are #1includes that are grouped by common application tasks. These
tasks include access to authentication mechanisms, access to name service routines,
common graphics requirements, and system accounting. Files listed in these abstractions
are specific to the named task. Programs that require one of these files usually require
some of the other files listed in the abstraction file (depending on the local configuration
as well as the specific requirements of the program). Find abstractions in /etc/
apparmor .d/abstractions.
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2.2.2 Program Chunks

The program-chunks directory (/etc/apparmor .d/program-chunks) contains
some chunks of profiles that are specific to program suites and not generally useful
outside of the suite, thus are never suggested for use in profiles by the profile wizards
(aa-logprof and aa-genprof). Currently program chunks are only available for the
postfix program suite.

2.3 Capability Entries (POSIX.1e)

Capabilities statements are simply the word capability followed by the name of
the POSIX.1e capability as defined in the capabilities (7) man page.

2.4 Using the Local AppArmor Profile
Repository

AppArmor ships a set of profiles enabled by default and created by the AppArmor de-
velopers and kept under the /et c/apparmor . d. In addition to these profiles, SUSE
Linux Enterprise ships profiles for individual applications together with the respective
application. These profiles are not enabled by default and reside under another directory
than the standard AppArmor profiles, /etc/apparmor/profiles/extras.

The AppArmor tools, both YaST and aa-genprof and aa-logprof, support the use of a
local repository. Whenever you start to create a new profile from scratch and there al-
ready is one inactive profile in your local repository, you are asked whether you would
like to use the existing inactive one from /etc/apparmor/profiles/extras
and whether you want to base your efforts on it. If you decide to use this profile, it gets
copied over to the directory of profiles enabled by default (/etc/apparmor .d) and
loaded whenever AppArmor is started. Any further further adjustments will be done to
the active profile under /etc/apparmor .d.

Profile Components and Syntax
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Building and Managing
Profiles with YaST

YaST provides an easy way to build profiles and manage Novell® AppArmor. It pro-

vides two interfaces: a fully graphical one and a text-based one. The text-based interface
consumes less resources and bandwidth, making it a better choice for remote adminis-
tration or for times when a local graphical environment is inconvenient. Although the
interfaces have differing appearances, they offer the same functionality in similar ways.
Another alternative is to use AppArmor commands, which can control AppArmor from
a terminal window or through remote connections. The command line tools are described
in Chapter 4, Building Profiles from the Command Line (page 37).

Start YaST from the main menu and enter your root password when prompted for it.
Alternatively, start YaST by opening a terminal window, logging in as root, and en-
tering yast2 for the graphical mode or yast for the text-based mode.

Figure 3.1 YaST Controls for AppArmor

File Edit Help

Soft
B Sefware

. Network Services

Yl Security and Usars

- Virualization

aﬂ Add Profile Wizard
L]

'v AppAmor Reports
€ canponie

o0
ﬁ( Update Prafile Wizard
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g
€% appamer Control Panel
= beiere Puotile

&=
Fﬁ Manually Add Profile
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The right frame shows the AppArmor options:

Add Profile Wizard
For detailed steps, refer to Section 3.1, “Adding a Profile Using the Wizard”

(page 18).

Manually Add Profile
Add a Novell AppArmor profile for an application on your system without the help
of the wizard. For detailed steps, refer to Section 3.2, “Manually Adding a Profile”

(page 25).

Edit Profile
Edits an existing Novell AppArmor profile on your system. For detailed steps, refer
to Section 3.3, “Editing Profiles” (page 26).

Delete Profile
Deletes an existing Novell AppArmor profile from your system. For detailed steps,
refer to Section 3.4, “Deleting a Profile” (page 32).

Update Profile Wizard
For detailed steps, refer to Section 3.5, “Updating Profiles from Log Entries”

(page 32).

AppArmor Reports
For detailed steps, refer to Section 6.3, “Configuring Reports” (page 85).

AppArmor Control Panel
For detailed steps, refer to Section 3.6, “Managing Novell AppArmor and Security
Event Status” (page 33).

3.1 Adding a Profile Using the Wizard

Add Profile Wizard is designed to set up Novell AppArmor profiles using the AppArmor
profiling tools, aa-genprof (generate profile) and aa-logprof (update profiles from
learning mode log file). For more information about these tools, refer to Section 4.6.3,
“Summary of Profiling Tools” (page 44).
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1 Stop the application before profiling it to ensure that application start-up is
included in the profile. To do this, make sure that the application or daemon
is not running.

For example, enter rcPROGRAM stop (or /etc/init.d/PROGRAM
stop) in a terminal window while logged in as root, replacing PROGRAM
with the name of the program to profile.

2 Start YaST and select Novell AppArmor > Add Profile Wizard.

This wizard will help you creale a new AppArmor sscurity
profile for an application, or you can use i o enhance

an exisling profile by allowing AppArmor o l2arn new
application behaviar.

Pleasz ener the application name for which you would like

o creake a profile, or s2lecke Browse 1o find the
application on your syskem.

Application 1o Profile

fusrisbin/htipd2-prefork

3 Enter the name of the application or browse to the location of the program.

4 Click Create. This runs an AppArmor tool named aa-autodep, which performs
a static analysis of the program to profile and loads an approximate profile
into the AppArmor module. For more information about aa-autodep, refer to
Section “aa-autodep—Creating Approximate Profiles” (page 44).

Depending on whether the profile you are about to create already exists in the
local profile repository (see Section 2.4, “Using the Local AppArmor Profile
Repository” (page 15)) or whether it does not exist yet, proceed with one of
the following options:

* Determine whether you want to use or fine-tune an already existing profile
from your local profile repository, as outlined in Step 5 (page 20).
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+ Create the profile from scratch and proceed with Step 6 (page 20) and
beyond.

5 Ifthe profile already exists in the local profile repository under /etc/
apparmor/profiles/extra, YaST informs you that there is an inactive
profile which you can either use as a base for your own efforts or which you
can just accept as is.

Alternatively, you can choose not to use the local version at all and start cre-
ating the profile from scratch. In any case, proceed with Step 6 (page 20).

6 Run the application to profile.

7 Perform as many of the application functions as possible so learning mode
can log the files and directories to which the program requires access to
function properly. Be sure to include restarting and stopping the program in
the exercised functions. AppArmor needs to handle these events as well as
any other program function.

8 Click Scan system log for AppArmor events to parse the learning mode log
files. This generates a series of questions that you must answer to guide the
wizard in generating the security profile.

If requests to add hats appear, proceed to Chapter 5, Profiling Your Web Ap-
plications Using ChangeHat (page 69).

The questions fall into two categories:

+ A resource is requested by a profiled program that is not in the profile
(see Figure 3.2, “Learning Mode Exception: Controlling Access to Spe-
cific Resources” (page 21)). Allow or deny access to a specific resource.

+ A program is executed by the profiled program and the security domain
transition has not been defined (see Figure 3.3, “Learning Mode Exception:
Defining Execute Permissions for an Entry” (page 22)). Define execute
permissions for an entry.

Each of these cases results in a series of questions that you must answer to
add the resource to the profile or to add the program to the profile. For an ex-
ample of each case, see Figure 3.2, “Learning Mode Exception: Controlling
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Access to Specific Resources” (page 21) and Figure 3.3, “Learning Mode
Exception: Defining Execute Permissions for an Entry” (page 22). Subsequent
steps describe your options in answering these questions.

NOTE: Varying Processing Options

Depending on the type of entry processed, the available options vary.

Figure 3.2 Learning Mode Exception: Controlling Access to Specific Resources

AppArmor Frofiling Wizard [~
This wizard presents entriss
generated by the AppArmor
access control medule. You
can generate highly
optimized and robust
security profiles by using the.
suggestions mads by
AppArmor. AppArmor
suggests that you allow or
deny access to spedific
resources or define execute
permission for entries
Thesequestions that display
were logged during the
normal application execution
test previously performed.
The following help text
describes the detail of the
security prefile syntax used
by AppArmor.

Atany stage, you may
customize the profile entry
by changing the suggested
response, This overview will
assist you in your options.
Refer to the Admin Guide for
step-by-step instructions.

Access Modes.

AppArmor Profile Wizard

Profile rusrsbin/mited2-prefork
Path /etc'apache2/conid
Mode r

Severity =

@ /etc/apache2/contd

= G

Glob wiExt Edit

Abort

Einish
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Figure 3.3 Learning Mode Exception: Defining Execute Permissions for an Entry

AppArmor Profiling Wizard |+ AppArmor Profile Wizard

This wizard presents entries

generated by the AppArmor

access control module. You Profile /usrisbin/httpd2-prefork ~/cgi-bin/phf
«can generate highly

optimized and robust Execute /srv/iwww/cgi-bin/phf

security prefiles by using the:

suggestions made by Severity unknown

AppArmor. AppArmor
suggests that you allow or
deny access to specific
resources o define execute [Tinherit | l Profile ] [ Unconfined ] l Deny ]
permission for entries.

Thesequestions that display
were logged during the
normal application execution

test previously performed
The following help text
describes the detail of the
security prefile syniax used
by AppArmor.

Atany stage, you may
customize the profile entry
by changing the suggested
response, This overview will
assist you in your options.
Refer to the Admin Guide for
step-Dy-step instructions.

Access Modes.

Abort Einish

9 The Add Profile Wizard begins suggesting directory path entries that have
been accessed by the application profiled (as seen in Figure 3.2, “Learning
Mode Exception: Controlling Access to Specific Resources” (page 21)) or
requires you to define execute permissions for entries (as seen in Figure 3.3,
“Learning Mode Exception: Defining Execute Permissions for an Entry”

(page 22)).

 For Figure 3.2: Learning Mode Exception: Controlling Access to Specific
Resources: Select the option that satisfies the request for access, which
could be a suggested include, a particular globbed version of the path, or
the actual pathname. Depending on the situation, these options are avail-
able:

#include
The section of a Novell AppArmor profile that refers to an include
file. Include files give access permissions for programs. By using an
include, you can give the program access to directory paths or files
that are also required by other programs. Using includes can reduce
the size of a profile. It is good practice to select includes when sug-
gested.
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Globbed Version
Accessed by clicking Glob. For information about globbing syntax,
refer to Section 4.7, “Paths and Globbing” (page 60).

Actual Pathname
Literal path that the program needs to access to run properly.

After selecting a directory path, process it as an entry to the Novell App-
Armor profile by clicking Allow or Deny. If you are not satisfied with the
directory path entry as it is displayed, you can also Glob or Edit it.

The following options are available to process the learning mode entries
and build the profile:

Allow
Grant the program access to the specified directory path entries. The
Add Profile Wizard suggests file permission access. For more infor-
mation about this, refer to Section 4.8, “File Permission Access
Modes” (page 62).

Deny
Click Deny to prevent the program from accessing the specified paths.

Glob
Clicking this modifies the directory path (using wild cards) to include
all files in the suggested directory. Double-clicking it grants access
to all files and subdirectories beneath the one shown. For more infor-
mation about globbing syntax, refer to Section 4.7, “Paths and Glob-
bing” (page 60).

Glob w/Ext
Modify the original directory path while retaining the filename exten-
sion. A single click causes /etc/apache2/file.ext tobecome
/etc/apache2/*.ext, adding the wild card (asterisk) in place
of the filename. This allows the program to access all files in the
suggested directories that end with the . ext extension. When you
double-click it, access is granted to all files with the particular exten-
sion and subdirectories beneath the one shown.
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Edit
Edit the highlighted line. The new edited line appears at the bottom
of the list.

Abort
Abort aa-logprof, losing all rule changes entered so far and leaving
all profiles unmodified.

Finish
Close aa-logprof, saving all rule changes entered so far and modifying

all profiles.

Click Allow or Deny for each learning mode entry. These help build the
Novell AppArmor profile.

NOTE

The number of learning mode entries corresponds to the complex-
ity of the application.

For Figure 3.3: Learning Mode Exception: Defining Execute Permissions
for an Entry: From the following options, select the one that satisfies the
request for access. For detailed information about the options available,
refer to Section 4.8, “File Permission Access Modes” (page 62).

Inherit
Stay in the same security profile (parent's profile).

Profile
Require a separate profile to exist for the executed program. When
selecting this option, also select whether AppArmor should sanitize
the environment when switching profiles by removing certain envi-
ronment variables that can modify the execution behavior of the child
process. Unless these variables are absolutely required to properly
execute the child process, always choose the more secure, sanitized
option.
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Unconfined
Execute the program without a security profile. When prompted, have
AppArmor sanitize the environment to avoid adding security risks
by inheriting certain environment variables from the parent process.

WARNING: Risks of Running Unconfined

Unless absolutely necessary, do not run unconfined. Choosing
the Unconfined option executes the new program without any
protection from AppArmor.

Deny
Click Deny to prevent the program from accessing the specified paths.

Abort
Abort aa-logprof, losing all rule changes entered so far and leaving
all profiles unmodified.

Finish
Close aa-logprof, saving all rule changes entered so far and modifying
all profiles.

10 Repeat the previous steps if you need to execute more functionality of the
application.

When you are done, click Finish. Choose to apply your changes to the local
profile set.

As soon as you exit the Profile Creation Wizard, the profile is saved locally.
The profile is then loaded into the AppArmor module.

3.2 Manually Adding a Profile

Novell AppArmor enables you to create a Novell AppArmor profile by manually adding
entries into the profile. Select the application for which to create a profile then add en-
tries.

1 Start YaST and select Novell AppArmor > Manually Add Profile.
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2 Browse your system to find the application for which to create a profile.

3 When you find the application, select it and click Open. A basic, empty profile
appears in the AppArmor Profile Dialog window.

In this form you can
view and modify the
contents of an individual
profile. For existing
entries you can double
click the permissions to
access a modification
dialog

Permission Definitions:

fy AppArmor Profile Dialog

AppArmor profile for fusr/sbinihtipd2-prefork

File Name Permissions
[+] *HANDLING_UNTRUSTED_INPUT
#nclude abstractions/base

fusrisbin/htipd2-preferk

mr

(clean exec

add Entry:
select the type of
resource to add
from the drep down
list.

File
2dd a file entry

1o this profile
4 «|r

E Add Entry v

EditEntry Delete Entry

@
v

Abort

4 In AppArmor Profile Dialog, add, edit, or delete AppArmor profile entries by
clicking the corresponding buttons and referring to Section 3.3.1, “Adding an
Entry” (page 28), Section 3.3.2, “Editing an Entry” (page 31), or Section 3.3.3,
“Deleting an Entry” (page 31).

5 When finished, click Done.

3.3 Editing Profiles

AppArmor enables you to edit Novell AppArmor profiles manually by adding, editing,
or deleting entries. To edit a profile, proceed as follows:

1 Start YaST and select Novell AppArmor > Edit Profile.
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Please make a selection fram ¢ Edit Profile - Choose profile to edit
the lisked profiles and press
Nexi 1o edi the profile.

Profile Name

Ibinfping
Isbinfklogd
Isbinisyslog-ng
Isbinisyslogd
Tusrfsbin/hiipe2-prefork
Tusrfsbinidentd
Tusrfsbin/meinsd
Tusrfsbininamed
Tusrfsbininsed
Tusrfsbin/npd
Tusrfsbinfiracerouk

2 From the list of profiled applications, select the profile to edit.

3 Click Next. The AppArmor Profile Dialog window displays the profile.

¢~ AppAmmor Profile Dialog

an individual profile. For

existing entries you can AppArmar profile for iust/sbinfhiipd2-prefark
double click the.

[+] "HANDLING_UNTRUSTED_INPUT

#include abstractionsnamesarvice.

‘#include absractions/perl
CAP_KILL
CAR_NET_BIND_SERVICE
CAR_SETGID
CAP_SETUID
CAP_SYS_TTY_CONFIG

Add Entry: fetcfa pa
Select e ype of ressurce Jetciapachezimr_perlstrtop pl
0 2 rom he dropdown etiapachezist i crt .
list fet/a pache: '
“File
Add 2 e aniry o
iz prfile
+ Directory e mime ypes .
Add o directry i .
ey b inctini i
profia
* Capability
Add 5 capability Add Enry [ ednemny | Delete Entry

4 In the AppArmor Profile Dialog window, add, edit, or delete Novell AppArmor
profile entries by clicking the corresponding buttons and referring to Section 3.3.1,
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“Adding an Entry” (page 28), Section 3.3.2, “Editing an Entry” (page 31), or
Section 3.3.3, “Deleting an Entry” (page 31).

5 When you are finished, click Done.

6 In the pop-up that appears, click Yes to confirm your changes to the profile and
reload the AppArmor profile set.

TIP: Syntax Checking in AppArmor

AppArmor contains a syntax check that notifies you of any syntax errors in
profiles you are trying to process with the YaST AppArmor tools. If an error
occurs, edit the profile manually as root and reload the profile set with
rcapparmor reload.

3.3.1 Adding an Entry

The Add Entry option can be found in Section 3.2, “Manually Adding a Profile”
(page 25) or Section 3.3, “Editing Profiles” (page 26). When you select Add Entry, a
list shows the types of entries you can add to the Novell AppArmor profile.

From the list, select one of the following;:

File
In the pop-up window, specify the absolute path of a file, including the type of ac-
cess permitted. When finished, click OK.

You can use globbing if necessary. For globbing information, refer to Section 4.7,
“Paths and Globbing” (page 60). For file access permission information, refer to
Section 4.8, “File Permission Access Modes” (page 62).
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— Profile Eniry For fusrfsbin/htipd2-prefork

Permissions

O Read
O wrie
O vink

O Append
Enter or modify Filename D Lock

O mMap PROT_EXEC
D Execuie

O nherit

O erefile

O Frofile Clean Exac

D Unconsirained
D Unconsirained Clean Exec

Directory
In the pop-up window, specify the absolute path of a directory, including the type
of access permitted. You can use globbing if necessary. When finished, click OK.

For globbing information, refer to Section 4.7, “Paths and Globbing” (page 60).
For file access permission information, refer to Section 4.8, “File Permission Access
Modes” (page 62).

—Profile Entry For fusr/sbin/htipd2-prefork

Permissions

O Read
O wrie
O vink

O Append
Enter or modify Filename D Leck

O mMap PROT_EXEC
D Execuie

O nherit

O erefile

O Frofile Clean Exac

D Unconsirained
D Unconsirained Clean Exec

Capability
In the pop-up window, select the appropriate capabilities. These are statements that
enable each of the 32 POSIX.1e capabilities. Refer to Section 2.1, “Breaking a
Novell AppArmor Profile into Its Parts” (page 12) for more information about
capabilities. When finished making your selections, click OK.
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Capabilities

~ Capabilfies enabled for the profile fusrisbin/htpd2-prefork

[ CAP_CHOWN

[0 car_DAC_READ_SEARCH
[0 car_FowNER

O car_FseTID

O car_ipc_Lock

O car_ipc_owNER

B car_kie

O car_LEASE

[ cAP_LINUX_IMMUTABLE
O car_mknoD

[ car_NET_aDMIN

FA cAP_NET_BIND_SERVICE
[0 cARP_NET_BROADCAST
O car_WET Raw

B car_sETGID

O car_seTrcap

B car_sETUID

[ car_svs_aDminN

O car_svs_poor

O car_svs_cHrooT

Capability Selection.
Select desired capabilifies for this profile. Selecia Capability name o sae
infarmaion about the capability.

Include
In the pop-up window, browse to the files to use as includes. Includes are directives
that pull in components of other Novell AppArmor profiles to simplify profiles.
For more information, refer to Section 2.2, “#include Statements” (page 14).

Hat

Cancel

Look in: [ a Jedc/apparmor.dfabsiractions!

-] [«

D . D ke D pyihon D web-data
D audio D kerberosc lient D ruby D winbind
D autheniication D mdns D svn-repositoriss D wuimp
D base D mys=q| D user-download D X

D bash D namesarvice D usar-mail D xad
D consoles D nis
D fonts D perl
D gnome D phps

D user-manpages
D usarimp

D usar-wrike

File name: |

=

File type: [AII Files (*)

| - ] [ Cancel

A4

In the pop-up window, specify the name of the subprofile (Aaf) to add to your current
profile and click Create Hat. For more information, refer to Chapter 5, Profiling
Your Web Applications Using ChangeHat (page 69).
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Pleasz enter the name of the Hat thai you would like
10 add 1o the profile fusrisbin/hiipd2-prefork.

Hat name 1o add

Create Hal Abor

3.3.2 Editing an Entry

When you select Edit Entry, the file browser pop-up window opens. From here, edit
the selected entry.

In the pop-up window, specify the absolute path of a file, including the type of access
permitted. You can use globbing if necessary. When finished, click OK.

— Prafile Enfry For fusrisbin/htipd2-prefork
Permissions

Pl read

O wrie

O tink

[ Append

O ek
Jrustisbinhitod2-prefork ] D MMap PROT_EXEC
O Execue

O inherit

O erotile

[ Frofile Clean Exec
O unconstrained

O unconstrained Clean Exec

Enter or medify Filename

Browse

oK Cancel

For globbing information, refer to Section 4.7, “Paths and Globbing” (page 60). For
file access permission information, refer to Section 4.8, “File Permission Access Modes”

(page 62).

3.3.3 Deleting an Entry

To delete an entry in a given profile, select Delete Entry. AppArmor removes the selected
profile entry.
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3.4 Deleting a Profile

AppArmor enables you to delete an AppArmor profile manually. Simply select the
application for which to delete a profile then delete it as follows:

1 Start YaST and select Novell AppArmor > Delete Profile.
2 Select the profile to delete.
3 Click Next.

4 In the pop-up that opens, click Yes to delete the profile and reload the AppArmor
profile set.

3.5 Updating Profiles from Log Entries

The Novell AppArmor profile wizard uses aa-logprof, the tool that scans log files and
enables you to update profiles. aa-logprof tracks messages from the Novell AppArmor
module that represent exceptions for all profiles running on your system. These excep-
tions represent the behavior of the profiled application that is outside of the profile
definition for the program. You can add the new behavior to the relevant profile by
selecting the suggested profile entry.

1 Start YaST and select Novell AppArmor > Update Profile Wizard.
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AppArmor Profiling Wizard [~
This wizard presents entries
generated by the AppArmor
access control module. You
can generate highly

optimized and robust
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AppArmor. AppArmor

suggests that you allow or

AppArmor Profile Wizard

Profile /usrsbin/hitpd2-prefork
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Mode r

Severity 4
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resources of define execute
permission for entries.
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normal application execution
test previously performed.
The fellowing help text
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Jusrllibiapache2imod_phps so
@ /usrllibiapache2imed_php*.so

Aliow Deny Glob GlobwExt Edit

security profile syntax used
by AppArmor.

Atany stage, you may
customize the profile entry
by changing the suggested
response. This overview will
assist you in your options.
Refer tothe Admin Guide for
step-by-step instructions.

Access Modes

Abort Einish

Running Update Profile Wizard (aa-logprof) parses the learning mode log files.
This generates a series of questions that you must answer to guide aa-logprof to
generate the security profile. The exact procedure is the same as with creating a
new profile. Refer to Step 8 (page 20) in Section 3.1, “Adding a Profile Using
the Wizard” (page 18) for details.

2 When you are done, click Finish. In the following pop-up, click Yes to exit the

Add Profile Wizard. The profile is saved and loaded into the Novell AppArmor
module.

3.6 Managing Novell AppArmor and
Security Event Status

You can change the status of AppArmor by enabling or disabling it. Enabling AppArmor
protects your system from potential program exploitation. Disabling AppArmor, even
if your profiles have been set up, removes protection from your system. You can deter-
mine how and when you are notified when system security events occur.
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NOTE

For event notification to work, you must set up a mail server on your system
that can send outgoing mail using the single mail transfer protocol (SMTP),
such as postfix or exim.

To configure event notification or change the status of AppArmor, start YaST and select
Novell AppArmor > Novell AppArmor Control Panel.

AppArmor Status AppArmour Configuration
This reports whether the

Profile Modes
Use this ol to change the
way thal AppArmer uses 8 Enable AppArmor
individual profiles =

Configure AppArmer-

Security Event Nofification

Niification is disablec!

Configure Profile Mades

Set profile modes

From the AppArmor Configuration screen, determine whether Novell AppArmor and
security event notification are running by looking for a status message that reads enabled
or configure the mode of individual profiles.

To change the status of Novell AppArmor, continue as described in Section 3.6.1,
“Changing Novell AppArmor Status” (page 35). To change the mode of individual
profiles, continue as described in Section 3.6.2, “Changing the Mode of Individual
Profiles” (page 35). To configure security event notification, continue as described in
Section 6.2, “Configuring Security Event Notification” (page 82).
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3.6.1 Changing Novell AppArmor Status

When you change the status of AppArmor, set it to enabled or disabled. When AppArmor
is enabled, it is installed, running, and enforcing the AppArmor security policies.

1 Start YaST and select Novell AppArmor > AppArmor Control Panel.

2 Enable AppArmor by checking Enable AppArmor or disable AppArmor by des-
electing it.

3 Click Done in the AppArmor Configuration window.

4 Click File > Quit in the YaST Control Center.

3.6.2 Changing the Mode of Individual
Profiles

AppArmor can apply profiles in two different modes. In complain or learning mode,
violations of AppArmor profile rules, such as the profiled program accessing files not
permitted by the profile, are detected. The violations are permitted, but also logged.
This mode is convenient for developing profiles and is used by the AppArmor tools for
generating profiles. Loading a profile in enforce mode enforces the policy defined in
the profile and reports policy violation attempts to syslogd.
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The Profile Modes dialog allows you to view and edit the mode of currently loaded
AppArmor profiles. This feature is useful for determining the status of your system
during profile development. During the course of systemic profiling (see Section 4.6.2,
“Systemic Profiling” (page 42)), you can use this tool to adjust and monitor the scope
of the profiles for which you are learning behavior.
To edit an application's profile mode, proceed as follows:

1 Start YaST and select Novell AppArmor > AppArmor Control Panel.

2 In the Configure Profile Modes section, select Configure.

3 Select the profile for which to change the mode.

4 Select Toggle Mode to set this profile to complain mode or to enforce mode.

5 Apply your settings and leave YaST with Done.

To change the mode of all profiles, use Set All to Enforce or Set All to Complain.

TIP: Listing the Profiles Available

By default, only active profiles are listed—any profile that has a matching ap-
plication installed on your system. To set up a profile before installing the re-
spective application, click Show All Profiles and select the profile to configure
from the list that appears.
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Building Profiles from the
Command Line

Novell® AppArmor provides the ability to use a command line interface rather than a
graphical interface to manage and configure your system security. Track the status of
Novell AppArmor and create, delete, or modify AppArmor profiles using the AppArmor
command line tools.

TIP: Background Information

Before starting to manage your profiles using the AppArmor command line
tools, check out the general introduction to AppArmor given in Chapter 1,
Immunizing Programs (page 1) and Chapter 2, Profile Components and Syntax

(page 11).

4.1 Checking the AppArmor Modu